
Joiners briefing 

INFOSEC 



Most important briefing? 

 



Threats 

 Malware, Spyware, Adware 

 Malicious e-mail attachments 

 Viruses, Worms, Trojan horses 

 Phishing & spear phishing 

 Hacking & Insider threat 

 Identity & data theft 

 Malicious contents on websites 

  …. 



Threats - Phishing Example 

NATO UNCLASSIFIED 4 



Threats to NATO CIS 

 2010 Review Cyber Defense 

 Increase targeting NATO 

 Cyber espionage 

 Attacks up 34% 

 NATO E-mail Violations 

 

 Threats to NATO unclass networks HIGH 

 

 Threats to NATO secret network MEDIUM 



Rules of governance 

 All users shall read the NS and NU SecOps 

 

 All users shall read the NU Acceptable Usage 
Policy 

 

 Logon banners are legally binding 
 Read the logon banners! 

 

 CIS Systems are monitored. 
 Content filtering, malware/spam filters, junk mail 

 Intrusion Detection Sensors 

 Gateway monitoring for CLASSIFIED documents / content 

 



Rules of governance 

Some do’s and don’ts 

 
 Read the SecOps 

 USBs are FORBIDDEN on NS and NU – config changes forbidden 

 Use Registry for File Transfer from NS 

 Do not use non NATO CD/DVDS e.g. National business 

 Running executables is forbidden (.exe) 
 - these are often embedded in CD/DVD media 

 - you cannot save these types of files to storage 

 Safe guard your account and passwords 

 
 

YOU ARE RESPONSIBLE FOR COMPUTER SECURITY 

SECURITY AWARENESS IS MANDATORY 



DO YOU PLAN TO TALK ABOUT… 

 
Operational Plans 

Organization/Composition of Forces 

Reinforcements/Casualties 

Locations of Headquarters 

Intelligence Subjects 

Communications Outages 

Cryptographic Material 

Logistical Details 

NBC command and control 

VIP Movements 

Shortages 

Military Shortcomings/Weaknesses 

 

PLEASE… USE SECURE MEANS 
 

SHAPE FORM 575 OCT 00 

Unsecure COMMS? Think OPSEC ! 



SECURITY ADVISORY NOTICE! 

By order of the Chief of Staff and in accordance with ACE Directive 70-1,  

Cellular Communication Devices are not authorized for use in this area.   

CELLULAR TELEPHONE  

DETECTION or BLOCKING DEVICE IS IN USE 



INFOSEC – TAKE AWAYS 

 Everyone is responsible for SECURITY & INFOSEC 

 

 Ask and tell - do not be afraid to report suspicious activity 

 

 If in doubt ask the INFOSEC team 

 

 On the NATO UNCLASSIFIED system connected to the 

INTERNET – Do not do anything you would not do at 

home if your children or wife were looking over your 

shoulder! 

 



Do not risk our mission! 

DON’T SEND CLASSIFIED INFORMATION 

OVER THE INTERNET !! 



INFOSEC Portal 

 



 

Questions? 

 

INFOSEC team 
HQ - N6 INFOSEC 

Extn 56644 

 

NCSA INFOSEC 

Extn 56593 

 

NCSA INFOSEC 

Extn 56848 

 

and Finally ……… 


