





= Malware, Spyware, Adware

= Malicious e-mail attachments

= Viruses, Worms, Trojan horses
= Phishing & spear phishing

= Hacking & Insider threat

= |[dentity & data theft

= Malicious contents on websites



eBay sent this message requesting your Account Confirmation.
Your registered name is not included to show this mes33age originated
from eBay. Learn more.
e
eBay Account Issue - Response Requlre@fv
~N

Dear eBay Member,

Due to our latest changes on eBay Marketplace security Complete this process
system we have discovered there is an issue with_your

Account on file. Confirm Now

You can also copy and paste the following link into your Web  74.c witt confirm to esay your

browser: Account details
http:#/cgid. ebay comiwsfeBayISAPL dII?
n nfirm nerld= rid=&siteid= T

Your confirmation code is: 65417

At this moment all selling, bidding and watching activities
on your account are restricted until you confirm your Account

Informations.

Thank you,
eBay

Learn how you ¢an protect yourself from spoof (fake) emails at:
hitp .77 10N/ (1]

If you would like to receive this email in text format, change yoyhnotification preferences.
See our Privacy Policy and User Agreement if you have Questions adbout e_B_.!;_fs communiocation policies,

Privacy Policy: hitp.# ba miebaymoto lici
User Agreement: hitp://pages ebay.comiebaymotorsthelp/policies/user-agreement html
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NATO UNCIL ASSIE]



Threats to NATO CIS

x 2010 Review Cyber Defense
m Increase targeting NATO
s Cyber espionage
n Attacks up 34%
= NATO E-maill Violations

s [ hreats to NATO unclass networks HIGH

s [hreats to NATO secret network MEDIUM



s All users shall read the NS and NU SecOps

» All users shall read the NU Acceptable Usage
Policy

= Logon banners are legally binding

= Read the logon banners!

s CIS Systems are monitored.

= Content filtering, malware/spam filters, junk mail
= Intrusion Detection Sensors

m  Gateway monitoring for CLASSIFIED documents / content




Some do’s and don’ts

Read the SecOps

USBs are FORBIDDEN on NS and NU — config changes forbidden
Use Registry for File Transfer from NS

Do not use non NATO CD/DVDS e.g. National business

Running executables is forbidden (.exe)

- these are often embedded in CD/DVD media
- you cannot save these types of files to storage

» Safe guard your account and passwords

YOU ARE RESPONSIBLE FOR COMPUTER SECURITY
SECURITY AWARENESS IS MANDATORY



DO YOU PLAN TO TALK ABOUT...

Operational Plans
Organization/Composition of Forces
Reinforcements/Casualties
Locations of Headquarters
Intelligence Subjects
Communications Outages
Cryptographic Material
Logistical Details
NBC command and control
VIP Movements
Shortages
Military Shortcomings/Weaknesses

PLEASE... USE SECURE MEANS




SECURITY ADVISORY NOTICE!

CELLULAR TELEPHONE
DETECTION or BLOCKING DEVICE IS IN USE

By order of the Chief of Staff and in accordance with ACE Directive 70-1,

Cellular Communication Devices are not authorized for use In this area.




Everyone is responsible for SECURITY & INFOSEC

Ask and tell - do not be afraid to report suspicious activity

If In doubt ask the INFOSEC team

On the NATO UNCLASSIFIED system connected to the
INTERNET — Do not do anything you would not do at
home If your children or wife were looking over your
shoulder!
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INFOSEC Portal

MANW Welcome MANW N6 CIS OPS & EXER Yink HOF... @ i

INFOSEC \ ,6_} Advanced Search

[/
workspace
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Site Actions ~

Documents

= SecOps

= INFOSEC Briefings
= COS Guidance

= Awareness mailings

= Cyber Footprint
reduction

= Computer security at
home

= Computer security at
work

Lists

Discussions

Sites

People and Groups

o Recycle Bin

MANW = N6 - CIS > Operations & Exercises Branch > INFOSEC

Introduction

HQ INFOSEC Portal

Welcomne to the N6 INFOSEC portal. The portal for security education and awareness in the area of INFOSEC, The information provided on this portal aims to help you stay safe in the

digital world we work and live in.
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SecOps

COS Guidance on cyber security

Awareness mailings a

Type Name
Lj SecOPs For NU LAN At HQ MC Morthwood

] SecOP Procedures for ACO NS LAN With FASS
Apps at HQ MC Morthwood

= Add new document

INFOSEC Briefings »:
Type MName
@ INFOSEC SOIC 1.0 def
] INFOSEC Brief Noble Mariner

= Add new document

SPECIAL TOPIC - Cyber footprint reduction ~

Social networking are part of normal life for many
military personnel, family and friends. The aim of
the following documents is to give advisary technical
guidance to secure personal information on social
networking sites and reduce cyber footprints.

Cyber Footprint Reduction Files ¥%

Type Mame

Hotmail account deletion

(-

Linkedin Basic account security settings
LinkedIn group page security settings
MySpace account deletion

Myspace account security settings
Twitter recommended security settings
¥AHOO account deletion

Bebo account deletion

S o o o o W e

In this HQTM our COS outlines the importance of our networks and the need
for all to ensure we are properly handling and protecting both our networks

and our information.

Type MName

Q 20110627-HQTM 05-11 COS Guidance on Cyber Security-HNU

= Add new document

Untitled

Threat assesment

The threat to NATO's Internet connected infrastructure
remains HIGH. The threat to 'classified' systems

remains MEDIUM,

Mame
Is your computer at home part of a zombie army 1 nEw

Security Breach - Processing classified information on
the MU

Probable data breach from a NATO-related website

Increased Targeting of NATO CIS systems Attacks up
by 34 percent

End of the year but not the end of the cyber threat
Mew Year Same threats Cyber Defense sitrep
Targeted Email Cyber attacks

WARNING Email Cyber attacks against NATO Staff
members

¥OU NEED TO READ THIS

10 reasons why you should get worried about IT
security or get prepared for

Are you secure in your cyber home
Cyber Defense SITREP

= Add new document

Links to INFOSEC related sites kd

NSWAN links

Cyber Defense sitreps

Recommended Internet links (not on
NSWAN!)

http:}/staysafeonline.org
http:/fwww.cert.orgftech_tipsfhome_networks. html



INFOSEC team

HQ - N6 INFOSEC
Extn 56644

NCSA INFOSEC
Extn 56593

NCSA INFOSEC
Extn 56848



